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1
Decision/action requested

Approve this contribution to add new Key Issue to TR 33.847
2
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3GPP TS 33.536: "Technical Specification Group Services and System Aspects; Security aspects of 3GPP support for advanced Vehicle-to-Everything (V2X) services".
3
Rationale

The LTE ProSe one-to-one communication may happen after discovery procedures, or after one-to-many ProSe communications. The detailed one-to-one (i.e. unicast) communication and the corresponding security aspects are defined for LTE ProSe in 3GPP TS 23.303 [1] and TS 33.303 [2], respectively. During the architecture study in SA2, TR 23.752 [3] proposes to introduce new features to 5G ProSe from 5G V2X, this may protentially reuse the security meshanisms from 5G V2X as defined in TS 33.536 [4]. Although the 5G V2X and the ProSe one-to-one communications both rely on the PC5 reference point, the ProSe may not be able to fully reuse the security mechanisms from 5G V2X scenario which is due to the fact that they may use different processing procedures. For this reason, it’s necessary to study the security of one-to-one communication which is dedicated for 5G ProSe scenario.

4
Detailed proposal

*************** BEGINNING OF CHANGES***************
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
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It is preferred that the reference to 21.905 be the first in the list.
*************** END OF 1st CHANGE***************
*************** BEGINNING OF 2nd CHANGE***************
X.Y
Key Issdue #Y: Security of one-to-one communication over PC5
X.Y.1
Key issue details

The LTE ProSe one-to-one communication may happen after discovery procedures, or after one-to-many ProSe communications. The detailed one-to-one (i.e. unicast) communication and the corresponding security aspects are defined for LTE ProSe in 3GPP TS 23.303 [aa] and TS 33.303 [bb], respectively. During the architecture study in the TR 23.752 [cc] proposes to introduce new features to 5G ProSe from 5G V2X, this may protentially reuse the security meshanisms from 5G V2X as defined in TS 33.536 [dd]. Although the 5G V2X and the ProSe one-to-one communications both rely on the PC5 reference point, the ProSe may not be able to fully reuse the security mechanisms from 5G V2X scenario which is due to the fact that they may use different processing procedures. For this reason, it’s necessary to study the security of one-to-one communication which is dedicated for 5G ProSe scenario.

X.Y.2
Security threats

If the two UE cannot be mutually authenticated, a peer may connect to an attacker.

The signalling and user plane message exchanges may be seen in cleartext, modified or replayed by an attacker if lack of confidentiality protection and integrity protection.

X.Y.3
Potential Security requirements
The mutual authentication between two UEs shall be supported.

The one-to-one communication link establishment shall be protected from MitM attacks.
The PC5 signalling shall support confidentiality protection, integrity protection and anti-replay protection.

The PC5 user plane shall support confidentiality protection, integrity protection and anti-replay protection.
*************** END OF CHANGES***************
